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Summary Gl 0 |
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Redis is an open-source, in-memory data \ -
structure store that can be used for caching, ' ﬁ .ﬂ

databases, and message brokering. As an

in-memory store, it delivers significantly higher

performance compared to traditional y _ -
databases. Redis supports a wide range of use > N i{\ s
cases, including message brokering, key-value ng J\ - -

storage, caching, databases, Pub/Sub - J |
messaging, clustering, and ensuring high ’\ ’
availability of data. y \ N

In this case study, we will focus on caching, one = — %
of the most common use cases of Redis. Redis ;
offers high availability through replication, and

its performance can be further enhanced by

leveraging its clustering features.

]

Redis Clustering

Redis clustering enables scaling by distributing data across multiple Redis
instances, allowing the system to handle larger datasets while increasing read and
write throughput. Built-in fault tolerance is achieved by replicating data to
secondary nodes, and data is partitioned based on hash slots.

Redis scales effectively through clustering, with the application managing
redistribution in the event of node failures or additions. Redis also includes
Sentinel, a built-in service that handles clustering management. Additionally, Redis
clusters can be monitored using Redis Sentinel or various third-party tools.
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INndustry Trends

Redis is widely regarded as one of the most popular key-value stores in the
IT industry, known for its robustness, scalability, and high availability. As the
world becomes more competitive with advances in internet speed and
technological upgrades, Redis supports high-speed client communication
through its in-memory architecture.

Redis clustering has become a critical component of modern infrastructure,

especially for real-time data processing in industries such as e-commerce,
gaming, analytics, and finance. Organizations are increasingly adopting
Redis clusters due to their scalability, performance, and resilience. Industry
trends indicate a growing interest in Redis, as reflected in the increasing
number of Docker image downloads and widespread adoption of Redis
software.
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Key Statistics ﬂ
Regarding iy 2 AR
The Bitnami/Redis-cluster images have been downloaded over 100 million
times, reflecting the strong interest and widespread usability of Redis
clusters in the software industry.
A significant number of downloads have been recorded for Redis-related
APIls and programming package managers.
Redis is among the most downloaded images on Docker Hub.
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Understanding the .
Redis Cluster

Redis Cluster is a distributed implementation of Redis that splits ddta storage
across multiple Redis nodes, enabling horlzontal scalmg and ensurmg high

availability through automatic failover. 7 ‘ |

Redis Cluster provides substanti,a/l/benefits, including horizontal scaling, high
availability, automatic failover, aﬁd data sharding. By distributing data and
workloads across multiple nodes, it ensures continuous service through replicas
and optimizes resource. utilization through sharding. Redis Cluster delivers a
best-in-class solution /fok modern, data-intensive applications.

These features make Redis Cluster an""’exceIJent choice for applications reqdring
high performance, scalability, and reS|I|ence particularly when handllng large
datasets with multiple write points. / 8
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Horizontal scaling architecture enables systems to expand by adding more
nodes as needed to accommodate increased workloads and data volumes.
By distributing data across multiple nodes, read and write operations are
spread out, reducing the load on any single node and improving overall
performance—especially in high-traffic enterprise systems, such as
e-commerce or financial platforms that require real-time data access.

Nodes and data storage can be added without significant changes to the
application architecture, allowing the system to easily scale up or down
based on demand. This makes horizontal scaling both cost-effective and
efficient for managing fluctuating workloads.
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High Availability

Redis is built with replication capabilities, allowing additional instances to be
added to ensure failover. Redis Cluster guarantees high availability by
maintaining multiple replica nodes for each master node. These replicas
serve as backups and can quickly take over if a master node fails. Redis
provides synchronization mechanisms to keep replicas up to date, using
either full or partial sync depending on data integrity needs.

In the event of a master node failure, replicas are promoted to master,
ensuring uninterrupted service with minimal downtime.

Replicas consistently synchronize with the master node, protecting against
data loss and maintaining data consistency. This architecture also handles
node failures and network partitions, offering robust fault tolerance.




D Automatic

- o

- ”:‘-“ S | 3 . Failover nodes

Redis Cluster includes an automatic
failover mechanism that promotes a
replica (slave) to master if the current
master node fails. This process occurs
automatically, without requiring
human intervention, ensuring minimal
downtime and maintaining service
responsiveness even during node
failures.

By eliminating the risk of human error
in failover situations, Redis Cluster
significantly improves operational
efficiency. Automatic failover
enhances the reliability of applications
by ensuring continuous data access
and smooth operation during failures.
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Data Sharding

Sharding involves distributing data across multiple nodes
using consistent hashing, which partitions the data into
smaller, more manageable chunks spread across the
cluster. Redis Cluster employs hash slot-based partitioning,
automatically handling sharding or resharding when nodes
are added or removed.

By distributing data evenly across multiple nodes, Redis
Cluster ensures no single node becomes overloaded,
optimizing resource utilization.

Data sharding enables parallel processing of operations
within the same application across different nodes,
improving overall throughput and reducing latency. As
data grows, the cluster can be expanded by adding more
nodes, with each node managing a portion of the data,
allowing the system to handle larger datasets effortlessly.
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Setting Up Redis Cluster'

Pre-Requisites

% Multiple instances or multiple nodes or multiple virtual machines.
“ Redis should be installed in all machines which will be part of cluster.
# Network configuration to have the communication between nodes.

Installation

Install the same version of Redis sever into the nodes. This can be done by
installing using binary download from the Redis releases.

This can be done in various ways. Manual install, Docker install, or the helm install.

Configure nodes

By default, Redis configuration for single instance application. To make it Redis
cluster we need to modify to enable Redis cluster.

Minimally we need to make these config changes on the custom redis.conf file.

port 6379

cluster-enabled yes
cluster-config-file redis.conf
cluster-node-timeout 5S000
appendonly yes

Start the Instances

Stat the Redis instance with parameterised the conf file updated with Redis
cluster configuration.

Use the redis.conf file to start the redis instance in each node of the cluster.
redis-server /path/to/redis.conf
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Create Cluster

Once you have all the nodes up and running, (with Redis server) create
cluster in master server.

Create helm install the repo

l[aannamalai@aannamalais-MacBook-Pro:~ $ helm repo list
NAME URL
mybitnami https://charts.bitnami.com/bitnami

datadog https://helm.datadoghg.com
myairflow https://airflow.apache.org
aannamalai@Paannamalais-MacBook-Pro:~ $ I

Using the helm install the Redis-clust

[tveny) soannnolal@sennanelaii-Mesboek-Fee:~/Deaktop/wockepace /sco. redis.cluster § holm instell redis-clustor nycitneni/redis-cluster -n redis
NAME: rodis-cluster

LAST REPLOYED: Hon Jun 3 12:81:38 2824

NAMESPACE: yedis

STATUS: deployed

REVISION: 1

TEST SUITE: None

NOTES:

CHART NAME: rTodls-cluster

CHART VERS1GN: 18.8.2

APP VERS1ON: 7.2.4sw Plosse bo patient while the chart is being deployed ##%

To got your pessword Tun:
osport RED3S_PASSHORD=51kubectl get secTot —namespace “redis* eedis-cluster -o jsonpaths={.dats.redis-pesswecd}® | basad4 —d)

You havo deployed a Redissreg; Cluster accessible only fram within you Kubernetes Cluster.INFO: The Job to oreste the cluster will be crested.To connect 1o
your RedisBeop: clustar:

1. Run 8 Rediedreg: ped that you cen use @5 a client:

kubectl run —nnmespoce Todis tedis-cluster-olient —rm —Ity —1 —restert="Never" \
—anv REDIS_PASSWORD=SREDIS_PASSWORD \

—iInnge docker.lo/bitnaml/redis—cluster:7.Z.4-deblan-12-112 — bash

2. Gonnect using the Rediasszeg; GLL:

redis-cli -¢ -h redis-eluster —o SREDIS_PASSWDRD

WERNING: Thoce are “rasources™ sections In the chort not set. Using "TesourcesPresct® 1s not recemmended for production. For preouction installstions, plees
e spt the following veleoes sccocding te youtr fockload neede:

— redis.resources

= updatolab, reSOUTOBS
sinfo ntrps://hubsenotes,ie/docs/concents/configurotion/menege-resoutces—contoiners/




Verify Cluster

Verify the cluster using the cluster commands.

redis-cli -c cluster nodes

T\uenul Baarnnmuin:9~ﬂnasnat—P’3:-!Uaaktaﬂfnnrksnscs!sre‘rsdls.elusfi? 5 ko opec -it redis-clustor-vlient -n Todis -- /bin/bosh

pefaulted conteiner "rodis-clustor-client* out of: rodis-clustor-cliont, datadog-lib-1uby-init (init), detedog-lib-docnot-init {init), dacadog-1ib-python-in

it (init), garadog-lib-js-init (init), dstedog-lib-jeva-init (init)

I bave no hanelereais-plueter-client:/S ps -eaT

uip PID PPID € S1IME TTY 11INE CHD

lgel 1 € 8 06:33 pts/g Be:88:80 bean
1881 13 B B 66i34 pte/l ge:eszes /bin/bssh
16881 18 13 99 80:34 pta/1l B8e:08:88 pe -00T

} navo no nenefgreais-clueter-client:/S redis-cli -c -n redis-cluster -a SREOLS PASSNORD
werningt Using o noosuord with *-=a' or *-u* option on the conmand line interrsco noy not be safe.

|redis-cluster:6379% cluetec nodes

7338a0578Tan782c560822 198577 fanoas sad750
80054a800357Ta1T988008001264080124 fC7081
70121C5008807880366T77CTBEC80A0B2A1A8120
091580%a000ceaadebecacanalontdodBeesniss
361a6017/0004532¥B5000027abc93BiZ4a03228
.pre4cy7epabedacdenBeB23a9F2aT0227968978639

18.42.68.168 :6379R1637%
18.42.8.188:637981037%
18.42.8.187:6379818379
10.42.8.192:8379016379
16.42.6.193:6379816379
16.42.8.18%:6379216379

slave BBOYn0B90357TalT980808661264a581241 22801 6 1717396497152 2 connected
myeslT mastor - 8 1717396474888 2 connected E461-16922

mEsSteT - B8 1717596496144 1 connocted B-S5408

slave tolZlcfea0od2B083647926983%68b4obleldol2e 8 1717396498136 1 connacted
slave OfDac97a0abedbcoested2e9¥2aTa22738976039 8 1717396497686 3 connected
mastor — @ 1717378498158 3 connocted 18923-15383

Scaling the Redis Cluster

Here is the cluster with 6 replicas and each of the 3 masters to have

[ nenuy &vonnnen Lo le- s konek-Froi-i Boal 1 ep/eacknoooo/ero. rodis. elunlor § Auboctl got oll m zadid
REBOY  STARUS RESTAPIS  ABE

pod/cadis-Liuatar-6 1/1 Rumiing © 1m

podfradis—clunter—a /1 Rerming 0 1Em

pod S Eodis—¢ luatas—8 1 Rurming @ 18m

pud/eapla—tluates—1 1 Rirndng @ 18

poa/Tedls—cluoTe—2 /1 Rurming & 16M

pod/rodis—tluater—& /1 Rurming & 180

poa/eanis—£ipater—cllent i3 RUrmang L] 18D

RAnE TYPE CLUSTRR-IP PORCLS) ABE

Boresss [redis-pluster-paoaiees Cruararif Hanae B370/1LCP, 10870/ 1CP lan

serviee/radls-oluster CruorertF 16068148112 B37Q/ICP 180

HAFRE READV  agE

LEASBTULSST FA0A/TRdlS—La0SS6T  &/B 108

Loany] 180 sonann Tale- tatonsk-Frot- Boohrep/enchocasalers. radieelnator S|
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Adding the Nodes

Replicas can be scaled out based
on requirement. Or HPA can be
created to scale up or scale down.

I1 have no name!@redis—cluster-client:/$ redis-cli -¢ -h redis-cluster —a SREDIS_PASSWORD cluster mest 16.47.6.288 6379
warning: Using & passuord with ‘—&' or '-u' option on the conmand line interface mey not be safe.

oK

IT have no namei{Qredis—cluster-client:/8 redis—¢li -c¢ —h redis—cluster —a SREDIS_PASSWORD cluster meat 18.42.8.201 8379
Warning: Using a password with '-=a' or '~u' option on the command line interface may not be safe.

oK

I1 have no name!Predis-cluster—client:/$ redis-cli -¢ —h redis-clustor —a SREDIS_PASSWORD cluster meot 18,42.8.202 6379
Warning: Using & pessword with '‘—a' or '-u' option on the conmand line interface mgy not be safe.

oK

After adding additional nodes up and running. Introduce the additional
nodes using the cluster meet commands.

IT have no nanelBredis-cluster—client:/S redis-cli -s SREDIS_PASSWORD -h redis-cluster cluster podes

Werning: Using 8 passuord with '-a' or '-u' optien on the commond limo Interface nay not be sofb.

B8a94a8903677a1798e0d6081264e60124F02d8] 10.42.0.188:6379016379 muself master — 8 1717399671668 2 connected 5461-18922
dcl56Pbb87FLlcabedaf2c7d15190cd8f316af97eh 10.42.0.2680: 53790156379 master — @ 1717399670109 B connected
fhl21e90aBdd28a8564F092098560bAAB2a14a12¢ 16.42.0.887: 6379016379 master - @ 1717399€aB008 1 connected 8-5448
7ecélae??Zfa7bab7a5daeddf6dBT6706668712c 10.42.8.201: 6379016379 master - @ 1717399678868 7 connected
381e8d1776a643a29860d0827abc?161254008228 18.42.0.191:6379016379 elave dfaée97abboadecdenbcd2e972a18227969706689 B 1717399672126 3 connectad
736aedE79Feb7082cE48822796377 fabdadSed7Be 19.42,8.783: 6370016379 slove 800948090367falT782084500126428012402001 B 1717399668894 2 connscted
89156b%a08boetadebecacadblétdadBoadoBlc 18.42.0.192: 6379016379 elave, Tail fb121cFcoBbd2683836£F92e90560b4db2albal?e 1717599689429 1717399502680 1 con
dfb4e97en6badbcdaaBe02afF2at822770976b39 10.62.0.189: 6379016379 master - 8 1717399627008 3 connected 18973-15383
84dcOB762Fe220s6be?dedicBbebdldef]12e1Bo8 10.42.6.202: 6379016379 master - @ 1717399671088 8 connected

I nave no nanel@redis-cluster—client:/§

Removing the Nodes

To remove the nodes, reshard and reduce the stateful set replica count.

I1wanel Blnlmimn lmle -FecBo3b -Frot=/Bosk tehfvagnesnnalars rod to afiira: § hein oogrede Tediseeicotar mgesthesd/rodis-cinecer s-ger cioater.aodoons -0 Tedie —-sor pessdocdsOREDTA PRSGDORD
Retebes "redls—{lverer’ hes boss spoveded. Renby e laing)

WMET peets-aslnerar

LADT BPEEWCEEBF Wan Jdh 3 130687111 2014

RAHESPACE RoEls

S1ATVO! doplayed

REVLIBSDHT 3

VEET SUETE: Rane

MOPEBT

CHART WARE! radls-eauster

CHEBT VERALOMI 18-8.3

APF VERS30UT 7.3 urem Plgans oo QUTTENt knlle rmo ENOST 18 GEs3ng dEployes &5

To got yeur pessners cun:
BnperT Ae0ls PASSU000= &1 IYDECt] Jer BoeTar —aomigphoe "rodis* Todis-gluster -0 jaoaparthc*(.o0ro.roObe-passanrdl”™ | booood -d)

Yeu heve deoloved s RedlseTeg; Cluster escerslote onky Tron wlchin yeu Kemarmpees Gluster-1APO0; The 2ob To GPests the ocivster will bo erested.Te coamesr o your Rediofrop: slustor:

3, Non & Rediaatogl pod ther you con Mee sB p ellent:

malBots ren — Pofpezece toess redls—Illistef-cilent —En —1ty -) —casteets'hevet' 4
—80v RERLE_PRSSEOAE.GRER IS_PRSSHIAED |

—iEnge Bochet.le/818enA/Tescs—fLuaters] .2, 4-Aablon-12-122 — DBEN

2. conneet veirg the RedloBrap: CL1:

redifuoll =0 <h cedforaloeter <o SABS1S PASOLIGND

WANFRIENE; Thead ooe “I900UrEes™ BOOTIONS 1N the onort net o8t USING *FoOCUrssePTegoR” 10 nNel @scoerendee TeT prossecien: Per predoerien imorelloliens, plebea sec tne feillowing oeives oseorsing to fe
eod neeoe!
— 0019, 10FANEEES
upeabat ol ceoburags
+3pme nerpe://oadeonates. 1o/ oocs/eane
leanal 1@uAImoin e b2 =pacduds

Jennt lgucat ban feanega- rEBOUr BaE ~tentatnars)
t- ronntten foaemnonnal cen- ced e uhiice/ & 1




After reducing the nodes, go back to original configurations

1reoal @otincevadelpesiziefiols NG T~/ inseneerveswroes /ero sroots «otovter s He doe ofs <n seote
HNIS ACISSY 8TaNie BASUTOIS  ABE

00R/rueks—-cilgener-Calent  a/1 Ronming © 738

oed/eoefs  sliooRas-2 2/1 Boomhng O 138

podafzoein-alinonal~a 2/1 sonmifeg O 1en

pco/z0ete-etivones-2 2/1 RonmPps O sai s

pos/eoete siooher-3 /1 Ronmihog O SIBLES

ooe/eoets-sinetier-2 2/2 Ponmbng G LHICTS

pegreocte-ciinoter-0 2/ sonmling 0 2a1l8s

FaliaR TI1PE CLII81 ENn~-59 CiU16lelete - 29 eanjer RDE
sersavefeoats-ainstensaseclioss Clinerefi8  Refis oneoev CESC/REP./RETIGHIGP  Fom
sonwios fnoots-ciooter Ciuo'teTZ9 35,48,288,232  cnoner 00vs/0ep 760
VATl BOHOY  ABS

onstenznrot -anes/opoale~cluoter 4/5 788

avenyt Ssanaseatiab e #e Likess- DU =Y Dosixien Fooksntien /eso ssogie cluotes § A

Access the Redis Cluster

Here is the command client implementation of accessing the Redis cluster
through CLI interface.

Create the Cluster Client.

We can create redis-cluster client to access the cluster in cmd line. Even we can
expose the deployment so it can be accessed through external Api clients.

kubectl run --namespace redis redis-cluster-client --rm --tty -i --restart="Never’' \
--env REDIS_PASSWORD=$REDIS_PASSWORD \
--image docker.io/bithami/redis-cluster:7.2.4-debian-12-r12 - bash

Fasnnanalsis-HacBedk-Pro:« 5 kubectl exec -it redis-cluster-cliont —-n redis — /bin/bash
Detoulted container fredis-oluster-clisnt' out of: redis-eluster-client, datadog-lib-ruby-init (init). datadeg-lib-detnet-init (init), datedog-lib-py
thon-init (init), datedog-l1ib-js-init (init), datadog-lih-iava-init (init)
I1 have no nanel@®zedis-cluster-client: /S redis-cli -c¢ -h redis-cluster -a SREDIS_PASSVORD
werning: Uzing 8 peesword with '-a’ or ‘-=u' eption on the comnand line interfaes may not be safo.
isedis-cluster:6379> set foo velusfoo




Set the keys

Based on the keys hash value, keys are redirected to
relevant slots.

10.42.0.189:6379> set bar bar

—> Redirected to slot [6861] located at 18.42.0.187:6379
(0] ¢

18.42.0.187:6379> set car bmw

—> Redirected to slot [9461] located at 1P.42.0.188:6379
(0] ¢

10.42,08,188:6379> set foo foo

—> Redirected to slot [12182] located at 18.42.0.189:6379

0K
10.42.0.189:6379> |

v

Access the keys

Keys are retrieved from the relevant slots.

[10.42.0.189:6379> get foo

"foo"

110.42.6.189:6379> get bar

-> Redirected to slot [6861] located at 18.42.8.187:6379
"bar"

[10.42.8.187:6379> get car

-> Redirected to slot [9461] located at 18.42.8.188:6379
n be-[m n

16.42.0.188:6379> |}

Keys are retrieved from the relevant slots.

Best Practices

Redis is a high-performance application with sub-millisecond response times. Due

to its performance capabilities, careful consideration is required when configuring
it for production. It's essential to implement consistent algorithms for data
sharding, maintain real-time observability to monitor patterns, establish a proper

backup strategy to ensure data integrity, and secure access to the application.



Data Sharding

« Design Redis keys to distribute data evenly across all shards.

% Use consistent hashing to minimize data movement when adding or removing
nodes.

% Utilize hash tags (delimited by “{}”) in keys so that related keys are stored on
the same shard.
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Monitoring

Monitoring is critical for maintaining the health and performance of a Redis Cluster.
With proper monitoring, issues can be detected early on.

% Use Redis Sentinel, a high-availability component, to automate monitoring and
manage the failover process.

# Configure exporters and integrate Redis with external monitoring systems like
Prometheus, Grafana, or Datadog to track key metrics such as CPU usage,
memory consumption, cache hit/miss ratios, and latency.

“ Implement alerting for critical events such as node failures, high memory usage,
and increased latency to proactively address potential issues

15



Backup

Redis is an in-memory data store, where application data is stored in RAM.
However, Redis provides file-based backup options.

% Leverage Redis snapshots to create point-in-time copies of the dataset. You
canadjust the configuration to trigger backups based on time intervals or the
number of writes.

« Utilize the Append Only File (AOF) to log every write operation, ensuring
durability and offering a complete recovery mechanism.

% Define Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO),
and regularly test your backup and recovery processes.

Security

Protecting Redis instances from unauthorized access, data breaches, and security
threats is crucial.

% Apply firewall restrictions at the port level and allow only trusted IP addresses
and networks to connect to Redis.

% Implement role-based access control to define user roles and permissions,
restricting sensitive commands based on user roles.

“ Keep Redis software up to date with the latest security patches and updates,
following Redis documentation and release notes.

“ Enable authentication for Redis instances to safeguard against unauthorized
access.
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Limitations

# Redis clustering only supports dbO, compared to the default Redis instance,
which supports dbO to dbl5, providing 16 databases in total.

% Redis Cluster does not support Pub/Sub due to potential issues with hashing
patterns. It's not recommended to use Pub/Sub commands on cluster instances.

% Multi-key operations are restricted in Redis Cluster.

Use Cases

E-commerce Application

One use case involves an e-commerce client with a large
product catalog featuring multiple SKUs and product
add-ons. E-commerce traffic is often driven by events,
marketing campaigns, and product launches, leading to
fluctuating demand. The client can scale the service by
adding more nodes to handle increased traffic. If the web
server uses load balancing, it funnels parallel requests to
caching, databases, or external APIs.

Typically, web servers and databases respond within 1 to
100 milliseconds, while in-memory caching provides
response times as fast as 1 to 100 nanoseconds. During
high-traffic conditions, when multiple users access various
products simultaneously, requests are queued, and caching
helps reduce the load on databases. With a caching system
backed by clustering, data reads are distributed across
multiple nodes, utilizing different CPU cores and data
storage, instead of relying on a single instance.

After implementing Redis Cluster, the client’'s system was
upgraded to handle more traffic during peak demand,
redefining application scalability.




Key Takeaways

Redis Cluster provides high availability and horizontal scalability to accommodate
growing data and traffic. By implementing Redis Cluster for caching, frequently
accessed data is stored in-memory and distributed, reducing database load and
improving response times. Additionally, Redis manages replication and high
availability, making it an ideal solution for modern IT applications.

Conclusion

Redis Cluster offers a robust solution for scalable and resilient caching. By
distributing data across multiple nodes, it enhances performance and ensures high
availability. For optimal results, it is essential to follow best practices and
implement strong security measures. Enabling Redis Cluster can significantly boost
application performance and reliability.

References

% Redis Documentation: redis.io/documentation

% Redis Cluster Tutorial: redis.io/topics/cluster-tutorial
# Redis GitHub Repository: github.com/redis/redis

This whitepaper will help as guide for Analysing and implementation of the Redis
cluster for scalable caching solutions, providing detailed steps and best practices
to ensure a successful deployment.
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